Chatteris Town Council
Data Protection Policy
1. Purpose
This policy outlines how Chatteris Town Council collects, processes, stores, and protects personal data to comply with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
2. Scope
Applies to all employees, contractors, and third parties who handle personal data on behalf of Chatteris Town Council.
3. Principles of Data Protection
We commit to processing personal data in accordance with the following principles:
· Lawfulness, fairness, and transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity and confidentiality
· Accountability
4. Lawful Basis for Processing
Personal data will only be processed where a lawful basis exists, including consent, contract, legal obligation, vital interests, public task, or legitimate interests.
5. Data Subject Rights
Individuals have the right to:
· Be informed
· Access their data
· Rectify inaccuracies
· Erase data (“right to be forgotten”)
· Restrict processing
· Data portability
· Object to processing
· Challenge automated decision-making and profiling


6. Roles and Responsibilities
The Data Protection Officer (DPO) or designated compliance lead is responsible for overseeing data protection practices. All staff must follow this policy and report any breaches immediately.
7. Data Security
We implement appropriate technical and organisational measures to safeguard personal data against unauthorised access, loss, or damage.
8. Data Retention
Personal data is retained only as long as necessary for the purpose it was collected. A retention schedule is maintained and reviewed annually.
9. Third Parties and International Transfers
Data shared with third parties is subject to strict contractual controls. International transfers are conducted in compliance with UK GDPR safeguards.
10. Data Breach Response
Any data breach will be reported to the ICO within 72 hours, where required, and affected individuals will be notified if there is a high risk to their rights and freedoms.

Revised and approved on 7th October 2025 Chatteris Town Council full council meeting
